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Abstract

Wireless Local Area Network (WLAN) plays an
important role in either modern e-campus or
integration of information systems, therefore how to
build a convenient and secure WLAN has become an
important issue. IEEE 802.1x - PEAP combination is
very proper to be used in campus WLAN. However
different schools adopt different protocols and
authentication methods. The problem is: if a user who
has registered in a campus using Web portal, is
roaming in other 802.1x used domain then it can not
be redirected back to its home domain for
authentication. In this paper, we create a scheme for
implementing a campus WLAN system with dual
portal for both 802.1x and web-based on the base of
WLAN switch mechanism to provide both home
campus members and roaming users a convenient and
secure wireless network environment. A role-based
wireless network management system will be
deployed in order to effectively and securely manage
network resources. Implementing practices of setting
up this system will be open to public for reference.
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Role-based Authorization, WLAN switch, RADIUS
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